Apps To Be Aware Of

Our recommendation: If a child wants or has an app, a caregiver should download it first and learn
how it works. Understanding an app helps parents better support and guide their children. Parents do
not need to prohibit all social media, but they do need to know which apps their children are using
and set clear online expectations. Because app trends change quickly and most apps are designed for
adults—not youth—staying informed about current fads is essential. One helpful resource is
commonsensemedia.org, a trusted source for family-friendly app and media reviews. Most
importantly, a strong, open relationship between parents and children is the foundation of
online safety; without it, even the best parental controls can be bypassed. While some apps pose
risks, others can be used in positive ways, and encouraging healthy, constructive app use can reduce a
child’s interest in more dangerous content.

Risks To Be Aware Of:

Ads and In-App Purchases: Apps that offer microtransactions and show targeted ads.

Adult Content: Apps where users create content often include inappropriate content.

Anonymity: Apps that allow people to be anonymous significantly increase cyberbullying.

Cyberbullying: This is one of the biggest threats children face online. Cyberbullying is the willful

and repeated harm inflicted through the use of computers, cell phones, and other electronic

devices. It can have a significant impact on youth mental health. More than half of teenagers

have reported being bullied online.

e Default Settings: Apps often have public as the default setting, which can allow anyone to see
your child’s profile, send friend requests, or try to communicate with them.

e Location Tracking and Sharing: Apps that include geolocation features can reveal your child’s
location in their posts or use their location to connect them with nearby strangers.

e Real-Time Video Streaming: Apps that feature live streaming can expose children to adult
content and promote risky behaviors—leading to sharing inappropriate content.

e Secrecy: Apps that are designed to hide contacts, messages, photos, and videos.

e “Temporary” Pictures and Videos: Apps that enable users to send “temporary” pictures and

videos that will disappear can still be screenshot with any mobile device and have the potential

to be public and permanent.

Quick Parent Guidelines:

Know what apps are on your child’s device—check regularly.

Use parental controls on Apple, Google, gaming consoles, and apps.

Talk early and often about online risks—including sextortion and deepfakes.

Encourage kids to tell you immediately if someone or something makes them uncomfortable.
Keep accounts private and turn off location sharing.

Create a Digital Media Contract:

irespectandprotect.com/digital-media-contract

As a family, discuss online safety and develop an agreement based on your own family values.

e Establish boundaries and expectations with reasonable consequences.
¢ Set device-free times and zones—including keeping phones out of the bedroom at night.
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Social Media Apps:

Risks: Sexual content, self-harm content, influencers promoting harmful behavior, DMs from strangers, and
pressure to participate in trends.
Parent Tip: Use built-in parental controls, monitor privacy settings, and co-view content with your child.

BeReal.
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BeReal: A photo sharing app where users are asked to share one real-time image of themselves at a
different time every day. BeReal tries to focus on authenticity and does not allow any picture filters.
The app uses the front and rear cameras of the phone to capture one image together so users
should be aware of what they may reveal. There is a lack of content moderation and no parental
controls, which enables youth to access inappropriate content.

Instagram: A photo and video sharing app where users can also send private messages—including
“disappearing” photos and stories that only your followers can view (if your account is set to private).
Youth frequently make fake Instagram (“Finsta”) accounts so they can still interact with close friends
and avoid the watchful eyes of parents. Fake profiles can also be created for cyberbullying.

Lemon8: A social media app targeted to younger teens who want to share photos, videos, and other
content. Although it functions like Instagram, this app does not currently allow direct messages,
which helps to protect young users from communicating with potential online predators.

Locket Widget: As a safer alternative to Snapchat, this app allows users to share pictures with their
friends that will display directly on the Locket Widget of their phone’s home screen. As of 2025, a
chat feature has been added.

Purp: Although it attempts to highlight moderation and safety features, Purp is a risky social media
app gaining popularity among youth who want to meet strangers and make new friends. Teens who
are 13 and older can join, and there are many fake accounts. Youth frequently report receiving
sextortion threats on this platform.

Reddit: A social network platform where content is aggregated into different forums and topics, and
other users have the ability to “upvote” or “downvote” individual posts. Anyone with the Reddit App
can also access adult content on subreddits. Reddit does not prohibit nude selfies as long as they are
voluntarily posted. Reddit does not verify age, which means children can access these images.

Snapchat: App allows users to send photos and videos, which can be set to “disappear” after a few
seconds. However, the recipient can still take a screenshot of the picture and the sender may not
even know it happened. Snapchat allows for live streaming and location sharing where other users
can track their location whenever the app is opened. Kids can add friends, friends of friends, people
they meet online, or anyone can automatically add themselves if the child shares their snapcode—
potentially exposing them to dangerous strangers.

Threads: Sharing the same parent company (Meta), a user’s account on Threads will be linked to their
Instagram account. This app is functionally similar to X. Users can be exposed to content from
complete strangers they do not follow.

TikTok: This social media app allows users to create short form videos. These videos range from viral
challenges, songs, dances, pranks, jokes, and other topics—including inappropriate content. Children
may feel pressured to create risky content and chase popularity, which can lead to addiction. Recent

studies link TikTok addiction to depression, anxiety, and stress.

X (formerly Twitter): Allows consensual adult (NSFW-Not Safe For Work) content on the platform, as
long as it's clearly labeled and restricted from minors and users who opt out, which is a change from
the earlier informal approach where adult content was present but not explicitly covered by a clear
rule set. Cyberbullying, hate speech, hurtful comments, and misinformation have also been
associated with this app.

YouTube: Younger users can be exposed to inappropriate content on YouTube, which may even be
recommended to them based on the platform’s algorithm. A separate app called YouTube Kids can
protect younger children and provide increased controls for parents.
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Anonymous & Encrypted Messaging Apps:

Risks: Sexual content, self-harm content, influencers promoting harmful behavior, DMs from strangers, and
pressure to participate in trends.
Parent Tip: Use built-in parental controls, monitor privacy settings, and co-view content with your child.
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Discord: An instant messaging platform focused on gaming where users can join “servers” (groups)
and chat through text, voice, or video messages. While some servers are designated as 18+, the
platform does not moderate content and younger users can request to join servers for adults. In July
2023, Discord added a Family Center tool to enable parents to better understand how to monitor
their children’s behavior.

GroupMe: Kids primarily use this app for group chats. By searching a library of GIFs, images, and
videos, youth can also be exposed to inappropriate content. This feature cannot be turned off and
the app offers no parental controls. Younger kids can unintentionally encounter sexual content
without parents being aware.

Kik: Also known as Kik Messenger. Kik offers few protections for children while encouraging them to
anonymously connect with strangers. For example, there is currently no age verification process.
Online predators have been known to connect with children on other apps and then move their
communication to Kik. Since it is more difficult to monitor activity on Kik, this app has been linked to
hundreds of child exploitation cases.

Messenger: Connected with Facebook, this app is used for calls, instant messaging, and sharing
photos and videos. The app gives users the option to upload their Facebook contacts, which allows
them to message and call friends—even if they don't have their actual phone number. In 2017,
Messenger Kids was launched for children between 6 and 12 years old. Children do not need to have
a Facebook account for Messenger Kids, but parents can create a profile for their child and approve
all contacts to verify they are only communicating with safe, trusted friends.

NGL: An abbreviation of “Not Gonna Lie", this app is used to send and receive anonymous messages.
After downloading the app, users are provided with a unique URL to share on their social media.
Responses are received without revealing the sender’s identity. Although artificial intelligence
attempts to filter out inappropriate content, this app increases the risk that children will encounter
cyberbullying and online harassment.

Signal: An encrypted messaging app where users can text, group chat, and make voice or video calls.
This app has also been frequently used by hackers and scammers who manipulate children to reveal
personal information that they can then exploit.

Telegram: This app allows users to send photos, videos, texts, and other messages. Chats can be
sent in secret mode, which makes it difficult for parents to monitor because they aren’t accessible
from other devices. Kids can also join large groups—increasing the risk of being exposed to
inappropriate content and online predators.

TextFree/TextMe/TextNow: Although these are separate apps, the services offered are essentially
the same. These apps provide free phone numbers for unlimited calling and texting. There is a lack
of parental controls and protections. Children are vulnerable to online predators who use these
apps to isolate, manipulate, and privately communicate with them.

WhatsApp: App requires a phone number, and the app will check your contacts to connect you with
other WhatsApp users. Group chats can expose children to cyberbullying and potential predators.
There is no age verification and messages can be set to “disappear,” which may encourage youth to
engage in risky behaviors.
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Live Streaming Apps:

Risks: Live, unfiltered content; exposure to adults; private chat invitations; screen-recorded interactions.
Parent Tip: Avoid these apps entirely. Remind youth that livestreams can be screenshotted, recorded and
shared.

£ . Bigo: Allows users to broadcast themselves, join video chats, and interact with strangers in real time.
Livestreams are unmoderated, exposing them to inappropriate content, adult viewers, pressure to
perform, and direct contact from strangers who can record or message them privately.

: LiveMe: Users can create live videos that other people all over the world can view or interact with by
K posting comments or sending virtual gifts (called “diamonds”) that can be exchanged for real money. In
P 2019, an investigation revealed numerous online predators who secretly recorded underage girls (some
younger than 10 years old) and then sold the videos. There are still multiple reports of harassment,
predatory behavior, and sexually explicit content regularly seen on the app.

Monkey: A video chat app where people are connected with one another based on their age and other
factors. Users do not know who or what they will see when connecting so there is an extremely high
risk of being exposed to sexual content. This app was removed from the Apple App Store (still on
Google) due to safety concerns as there are very few protections and no age verification process.

OmeTV: Omegle was an anonymous chatting platform that connected users all over the world. Omegle

Ome R was shut down after a lawsuit settlement with a victim who claimed Omegle caused her to be sex
trafficked at 11 years old. OmeTV is a video chat alternative with similar safety issues as Omegle. It is
common for users to surprise strangers by being naked on camera when they connect. Predators are
known to use this app and it is not safe for children.

..

with them through the chat feature. There is a variety of content beyond video games that users can
watch streaming live. Twitch can be risky for younger children because the live format makes it difficult
to moderate inappropriate content.

E Twitch: This is a live streaming platform designed to watch other people play video games and interact

YouNow: This live streaming platform appeals to children 13 and older who want to create content and
broadcast themselves to strangers. Although most users are teens, adults are able to watch live and
recorded videos without even registering. Viewers can also take screenshots or share clips of videos on
other social networks.

Al Chatbots & Image/Video Generation Tools:

Risks: Al-powered tools can expose youth to emotional manipulation, sexual roleplay, convincing fake
profiles, and deepfake blackmail—using highly realistic fake images, videos, or audio to threaten or shame
them. These Al-generated messages can impersonate trusted adults or peers and appear completely real,
while limited safety guardrails and emerging research already show negative impacts on youth mental
health.

Parent Tip: Teach kids to treat Al personas like strangers, avoid sharing photos with image-transforming
apps, and never respond to threats—save the messages and tell a trusted adult immediately.

which engage in roleplay, emotional conversations, or adult-themed content. For youth, the risks
include exposure to inappropriate or sexual roleplay, emotional manipulation by Al personas and
sharing personal information.

H Character.ai: An Al chatbot platform where users can interact with customizable “characters,” some of

lifelike conversations. It may encourage intimate or sexualized interactions, foster emotional
dependency, and expose personal thoughts or feelings to Al-generated responses that feel real but are
unsafe.

m Nomi: An Al companion app that interacts with users through chat, voice, and roleplay, often creating
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Replika: An Al chatbot designed to simulate conversation and build a “friendship” with users, often
offering emotional support and companionship. It may engage in intimate or sexualized
conversations, create emotional dependency, and make children vulnerable to manipulation or
inappropriate content.

Gaming Platforms with Chat Features:

Risks: Voice/text chat with strangers, unmoderated groups, requests to move to private messaging apps.
Parent Tip: Disable chat when possible; use private servers; keep gaming devices in shared spaces.
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Fortnite: Concerns include excessive screen time and addiction, exposure to unmoderated chat or
inappropriate language, in-game purchases that encourage spending, and increased frustration or
aggression due to the game’s competitive nature. To make it safer, turn off voice and text chat or allow
communication only with real-life friends.

Kick: A platform where people can stream video games and a variety of different content. This app
appeals to people who prefer loose moderation and fewer restrictions. Kick is funded by crypto-
gambling with a streaming category of Slots & Casino prominently featured on its front page. The app
also promotes other questionable categories like Pools Hot Tubs & Bikini, which frequently includes
nudity and sexual content.

Roblox: This is an online gaming platform where people can create and play games. Some user-
generated games include adult content. Although Roblox is free, it has a currency (called “Robux”) used
to buy special outfits, unique abilities, and other game content. Parents can disable chat or messaging
features to help restrict who is able to communicate with your child.

Steam: This is a platform where users can download games to play and chat with other people. To chat
privately with another user, they must accept a Friend Request first. Parents can set up Steam Families
to fully control what their children have access to on the platform, but consistent monitoring is still
encouraged.

Location-Based & "Meet New People" Apps:

Risks: Age-misrepresentation, meeting strangers, sharing location and personal info.
Parent Tip: Block location-based social apps; remind kids never to meet online contacts in person.
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Badoo: App is popular among teens for connecting with and dating people near your location. Badoo
shows who is verified and offers additional features for users to prove they are real. However,
thousands of profiles have been deleted because they were created without the person’s consent.
Anyone who views your profile can send you a message—increasing the risks for youth who falsify
their age to create an account.

Bumble/Bumble For Friends: Although the app is used to facilitate romantic connections, Bumble
added a BFF mode for those who aren't interested in dating. In 2023, a completely separate Bumble
For Friends app was launched to facilitate platonic connections. If someone is using Bumble For
Friends for romantic purposes, users can report the activity on the app for violating guidelines.

DOWN: This app allows users to swipe up if they are interested in serious dating, swipe down for
casual hookups, or swipe left to move onto the next profile. DOWN has no age verification.

Hily: This app uses GPS location tracking to enable users to make local connections and meet up with
strangers. Age restrictions can be circumvented because youth can verify their profile by linking Hily to
their Facebook or Instagram account—or by entering a code texted to their phone.
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Hinge: Hinge markets itself to “people who want to get off dating apps for good.” Users can create an
account using their phone number or Facebook profile, which is an easy way for children to falsify
their age. This app aims to connect friends of friends, but users report problems with a significant
number of bots and fake profiles.

Hoop: Described as “Tinder meets Snapchat,” this app allows children as young as 12 years old to
form connections with total strangers. After downloading Hoop, a user’s account is then linked to
their Snapchat account. By swiping through profiles, users pick who they would like to start a
conversation with through their Snapchat account. Hoop has no parental controls.

MeetMe: This app advertises itself as a platform for “flirting, making friends, and even falling in
love.” Based on their location, users are allowed to browse through the feeds of nearby people and
message them. MeetMe also encourages users to meet each other in person. Profile information is
not verified, which increases the risk of youth encountering potential predators.

Wizz: While youth who are 13 or older can create an account, the app uses artificial intelligence to
scan someone’s face to check whether they look like the age they provided. According to the
National Center for Missing and Exploited Children, more than 100 reports of children being
sextorted on Wizz have been made in the first half of 2023, which is only behind Snapchat and
Instagram for sextortion reports.

Yubo: Yubo allows users to create a profile, share their location, and “swipe right” to connect with a

& stranger. This app also offers live streaming—allowing anyone on the app to see broadcasts and
send messages, without even being their friend.
Other Apps:
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Calculator% (Photo Vault): This app is designed to look like a calculator, but it hides photos,
videos, or even other apps behind a special password. Referred to as “vault apps,” there are several
similar apps that will also appear as a calculator. Be aware if you see more than one calculator on
your child’s phone.

DuckDuckGo: Private web browsers can be used safely, but DuckDuckGo and similar apps also
allow youth to access inappropriate content without their parents being aware. While this app offers
a “safe search” option, adult pages can still appear in search results.

Private Browsing Web Browser: App hides information by automatically deleting all browsing data
when the application is closed. Similar to DuckDuckGo, this private browser is frequently used by
youth who want to hide searches for inappropriate content.

Saturn: Built to help high school students keep organized, this scheduling app contains a lot of
social media functions to increase connections among classmates. Saturn makes personal
identifying details easily accessible for anyone who claims to go to the same school as your child.

Tor Browser: A free web browser that hides a user’s identity and location by routing traffic through
multiple encrypted servers, allowing access to regular and dark websites. This can expose youth to
serious risks, including easy access to explicit or illegal content, contact with predators, and drug or
weapons marketplaces.

The above represents a compilation of information identified by iRespect&Protect staff. It is not
intended to be comprehensive, and iRespect&Protect does not specifically endorse or make any

representations for any of these resources.
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