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Apps To Be Aware Of 
What parents/caregivers should know about 

 

 

 

Any app can be dangerous for your child.  The apps listed below are identified as ones which can 

make your children a target of predatory behavior or even expose them to risky content. 

 

Our recommendation: If a child wants or has an app, a caregiver or parent needs to download it first 

on their phone and learn how to use it. Caregivers need to understand how an app works in order to 

support their children. Parents don’t have to prohibit all social media apps. However, they do need to 

be aware of what apps their children are using and set up basic online expectations. Social media 

apps and their popularity continually shift, thus it is important to stay attuned to the newest fad 

among youth. One of the best websites for parents to check is https://www.commonsensemedia.org. 

Social Media Apps:  

1. BeReal: This is a photo sharing app where users are asked to share a real-time image of 

themselves (without any filters) at a random time each day.  The app uses the front and back 

camera of the phone to capture an image together, and pictures are unmoderated—allowing 

youth to discover inappropriate content.  There are also no parental controls available. 

2. Facebook: Although usage is decreasing among younger generations, Facebook is still one of the 

most popular social media sites.  While appropriate for older youth, it may not be appropriate for 

younger children.  Fake profiles are common, and younger children are often the targets of 

cyberbullying, hacking/scamming, inappropriate content, and predatory behavior. 

3. Instagram: This is a photo and video sharing app where users can also share private messages, 

including disappearing photos and “stories”.  Youth make fake Instagram (Finsta) accounts for 

close friends or to avoid the watchful eyes of parents.  In addition, a number of fake profiles have 

been created with the purpose of bullying.  In July 2021, Instagram changed the default setting 

to “private” for youth under 17 who join Instragram.  Check out Common Sense Media’s review 

at https://www.commonsensemedia.org/videos/what-is-instagram. 

4. Pinterest: This is a photo and sharing app where users can be creative sharing ideas as well as 

finding content relative to their interests.  Pinterest can be risky for children due to accessibility 

of inappropriate content and third-party links.  This app features a lack of privacy controls, and it 

is difficult to monitor what content is being viewed. 

5. Reddit: Anyone with the Reddit App can also access the subreddit, “Reddit Gone Wild”, which 

includes pornographic images.  Reddit rules don’t prohibit nude selfies as long as they are 

voluntarily posted.  Reddit does not verify age, thus users under 18 can access these images. 

https://www.commonsensemedia.org/
https://www.commonsensemedia.org/videos/what-is-instagram
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6. Snapchat: This is a disappearing messaging app that allows users to send photos and videos to 

others which “disappear” after 10 seconds.  However, the recipient can still take a screenshot of 

the picture.  In addition, Snapchat allows for live streaming and location sharing where other 

users can track their “friend’s” location whenever the app is opened.  Check out Common Sense 

Media’s review at https://www.commonsensemedia.org/videos/what-is-snapchat. 

7. TikTok: This app allows users to create short-form videos ranging from a few seconds to one minute. 

These videos range from dance videos, video diaries, viral challenges, DIYs, or anything that 

immediately captures attention. When users download the app, they provide extended permission 

access to their microphone, camera, contacts, location services, and clipboard. Inappropriate 

content is easy to come by, and the conversations around mental health can be dangerous.  Check 

out Common Sense Media’s review at https://www.commonsensemedia.org/videos/what-is-tiktok. 

8. Tumblr: This was designed for photo sharing and can also be used for sharing videos and 

chatting.  Users can access pornographic, violent, and damaging content.  The privacy settings 

are difficult to find and the default is public.  Check out Common Sense Media’s review at 

https://www.commonsensemedia.org/videos/what-is-tumblr. 

9. Twitter: One of the biggest social media platforms, Twitter openly allows pornography as long as it 

is labeled “sensitive”. For the last 5 years, Twitter has been by far the most important social media 

platform for the porn world because it has been the least hostile to it (Facebook, Instagram, and 

Tumblr have squeezed much of the nudity and sexual content off their sites).  Check out Common 

Sense Media’s review at https://www.commonsensemedia.org/videos/what-is-twitter. 

10. YouTube: In a 2022 Common Sense Media report on media use by tweens and teens, 32% of 

teens identified YouTube as the site they wouldn’t want to live without.  This is a video sharing 

platform that enables users to upload videos themselves or watch videos shared by others.  

Watching online videos is the favorite media activity among tweens and teens, and younger 

users can be exposed to explicit content on YouTube.  In an attempt to protect young users, a 

separate app called YouTube Kids has been created to provide increased parental controls. 

Messaging Apps: 

11. Ask.fm:  Users can send each other questions anonymously or using real identities.  This app has 

been used in many cyberbullying cases, including ones that have been linked to suicides. 

12. Kik: Users can connect with others through just a username, meaning individuals can use Kik to 

meet strangers for sexting and other risky behaviors.  There is no age verification, and Kik has 

been reported to be very popular among children 10 years and younger.  Check out Common 

Sense Media’s review at https://www.commonsensemedia.org/videos/what-is-kik-messenger. 

13. Messenger: This is a mobile app used for instand messaging and sharing of photos and videos.  

For younger children, parents can create a profile for their child on Messenger Kids, which 

enables parents to more closely manage their child’s experience.  Check out Common Sense 

Media’s review at https://www.commonsensemedia.org/videos/what-is-messenger-kids. 

14. NGL: An abbreviation of “Not Gonna Lie”, this is a new app that allows users to send anonymous 

messages, which brings increased risks of cyberbullying and harassment.  After downloading the 

app, users are provided with a unique URL to share on their Instagram Story.  NGL utilizes 

artificial intelligence to filter out inappropriate content, but this app is riddled with the same 

mental health challenges presented by anonymous messaging services. 

https://www.commonsensemedia.org/videos/what-is-snapchat
https://www.commonsensemedia.org/videos/what-is-tiktok
https://www.commonsensemedia.org/videos/what-is-tumblr
https://www.commonsensemedia.org/videos/what-is-twitter
https://www.commonsensemedia.org/videos/what-is-kik-messenger
https://www.commonsensemedia.org/videos/what-is-messenger-kids
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15. Signal: This is a private messaging app where users can text, group chat, and make voice/video 

calls.  While this app is popular with teens who want additional privacy, some teens might 

engage in more risky behavior—believing messages will disappear. However, there are common 

methods for users to screenshot or keep photos and messages before they disappear. 

16. Telegram: Telegram is an encrypted messaging app that allows users to send photos, videos, 

texts, and other messages.  Secret Chats are encouraged, which means those messages are not 

available in the cloud or accessible from other devices.  While available for younger users, this 

app features explicit content as well as the ability for users to connect with strangers. 

17. WhatsApp: This is an increasingly popular instant messaging service where users can send files, 

messages, photos, and videos.  By connecting to Wi-Fi, WhatsApp doesn’t charge SMS fees so it 

can be used to communicate with people internationally.  There is no age verification process, 

which may embolden some youth to use this app to engage in risky behaviors such as sharing 

inappropriate content.  Disappearing messages can also lull youth into a false sense of security. 

18. Whisper:  The motto of this app is “Share Secrets, Express Yourself, Meet New People.”  Users are 

anonymous as they share messages or confessions over graphics. It also shares the user’s 

location. Despite the site claiming that it regulates content posted, many reviews by users on the 

Google Play store report the app to still contain an abundance of nudity and other explicit content. 

Live Streaming Apps: 

19. Bigo Live: On its blog, Bigo Live advertises itself as a launching pad of sorts for those looking for 

“money and fame”, and aspiring models and actors. The app can be described suggestive at 

best and pornographic at worst. The app allows anyone above the age of 12 to download. 

20. Chatruletka: This app is an anonymous online video chat platform that connects users with 

strangers from around the world. No registration is required. 

21. HOLLA:  This app is designed to connect users with strangers immediately via camera. Its slogan 

is “Live Random Video Chat”. Location tracking is an option and users have reported exposure to 

sexual behavior, fake identities, and negative comments. 

22. Likee:  Similar to TikTok, users create short lip-syncing videos to share and it encourages 

frequent posting to gather likes, which can affect self-esteem and self-worth. Likee also 

automatically posts a user’s location with every post. Private messaging is allowed.  

23. LiveMe:  Users can create videos, send photos, or send messages with people all over the world 

or nearby.  Youth may be exposed to inappropriate messages and videos. There are multiple 

reports of sexual harassment, sexual content/partial nudity, and predatory behavior seen 

regularly within Google Play store reviews for the app.  

24. Monkey: This is a video chat app that children can access to connect with strangers online.  

Users can utilize the random chat feature by themselves or connect with a friend to match for 

“duo chats” with strangers.  There is no age verification process and a lack of privacy controls.  

25. Omegle (also known as OmeTV): The slogan of this app is “Talk to Strangers!”. This website and 

app pairs random users anonymously to “chat”. There have been a number of videos showing 

users naked in front of their cameras to surprise the stranger on the other end. You do not need 

to register or create an account to access, making exposure to predators extremely high. 
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Gaming Apps:  

26. Discord: This is an app where users can join “servers” (groups) organized by topic and chat with 

other users using text, voice, or video.  Discord is popular in the gaming community, but it 

provides ways to communicate and develop a community outside of games.  While some servers 

are designated as 18+, the platform does not moderate content and younger users can still 

request to join servers for 18+ adults without any age verification process. 

27. Roblox: As a popular gaming platform, Roblox allows players to create and promote their own 

games as well as play games created by other players.  Some user-generated games include 

adult content, and there is little control to limit who can play the games.  Parents are encouraged 

to disable chat functionality for younger children and utilize the privacy controls available. 

28. Steam: Steam is a popular gaming platform where users can create an account to play for free, 

purchase games, and chat with other users. Parents can set up Family View (using Steam’s step-

by-step instructions) to fully control what their children have access to on the platform. Check out 

Common Sense Media’s review at https://www.commonsensemedia.org/videos/what-is-steam. 

29. Twitch: This is a livestreaming platform popular in the gaming community where users can 

stream themselves or watch others playing video games or livestreaming other non-gaming 

content.  Twitch does not offer parental controls or any means to block streams.  Check out 

Common Sense Media’s review at https://www.commonsensemedia.org/videos/what-is-twitch. 

Dating Apps: 

30. Down: The tagline says it all – “The secret way to get down with people nearby…if you want to 

hook up, say so!” 

31. MeetMe: Profile information is not verified, so predators can easily pretend to be teens and 

entice children. The MeetMe app is also designed to match users based on their location, which 

is even more dangerous. 

32. Tinder: This app is advertised to users 17 and up but the privacy policy allows for children aged 

13 and up to register.  There are geolocation features and people can seek anonymous hook-ups. 

33. Yubo (formerly Yellow): This app has been called the “Tinder for kids” and is marketed to 13- to 

17-year-olds as a way to make new friends.  Youth can pretend to be adults and swipe to hook 

up with others.  There is no age verification process when users create an account. 

Hiding History Apps: 

34. Calculator% (Photo Vault): This app is made to appear like a calculator app, but actually allows 

users to hide photos, videos, or other apps on their phone. If you see two calculators on your 

child’s phone, be aware. 

35. DuckDuckGo: This is a popular privacy browser app that allows individuals to look at anything 

they want on the Internet without anyone being able to see what they saw. Can be used to 

access pornography and other risky content. 

 

 

Used for iRespect&Protect.  Updated July 2022. Created with the help of Hope & Wellness Services.  
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A recent study by Common Sense Media released in 2022 found that media use by tweens and 

teens increased by 17% since the start of the pandemic.  Tweens (8-12 years old) spend an average 

of 5 1/2 hours a day while teens spend an average of 8 1/2 hours a day consuming media (such as: 

television, gaming, social media, telephone).  As caregivers, it is crucial to learn about the different 

apps and social media that children and teenagers are using as well as the potential risks. 

 

Risks To Be Aware Of: 

• Ads and In-App Purchases:  Apps that offer microtransactions and show targeted ads. 

• Adult Content:  Apps that feature user-generated content often include adult content that is 

not appropriate for your child’s age. 

• Anonymity: Apps that allow people to be anonymous significantly increase cyberbullying. 

• Cyberbullying: One of the biggest threats children face online with significant impacts on their 

mental health.  More than half of teenagers have reported being bullied online. 

• Default Settings:  Apps with public as the default setting can allow anyone to see your child’s 

profile, send friend requests, or try to communicate with them. 

• Location Tracking and Sharing:  Apps can include your child’s location in their posts or use 

their location to connect them with nearby strangers. 

• Real-Time Video Streaming:  Apps that feature live streaming can expose children to adult 

content and also lead to sharing inappropriate or unintended things. 

• Reporting Tools:  Levels of moderation and ability to report abuse vary across apps.  Look into 

reporting ability and how easy it is to access any social media your child uses. 

• Secrecy:  Apps that are designed to hide contacts, messages, photos, and videos. 

• “Temporary” Pictures and Videos:  Apps allow pictures and videos to be shared across devices 

with the idea that these disappear.  However, those “temporary” pictures and videos can be 

screenshot with any mobile device and have the potential to be public and permanent. 

 

Online Safety Tips for Youth: 

• Never give out personal identifying information, including: date of birth, home address, school 

name, telephone number. 

• Never respond to messages that are suggestive, obscene, belligerent, threatening or if they 

make you feel uncomfortable. 

• Be sure someone is known and trusted before “friending” them. 

• Remember people online may not be who they seem. 

• Keep phones out of the bedroom after bedtime. 

 

Online Safety Tips for Parents/Caregivers: 

• Get to know the services your child uses and learn how to use privacy controls! 

• Get to know your teen’s online friends just as you would their other friends (those they 

communicate with regularly). 

• Set reasonable rules and guidelines. 

• Establish boundaries and expectations. 

• Create a customizable digital media contract for you and your family. 

 

 

https://www.commonsensemedia.org/sites/default/files/research/report/2022-infographic-8-18-census-web-final-release_0.pdf
https://irespectandprotect.com/digital-media-contract/
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https://educateempowerkids.org/the-most-dangerous-apps-of-2021/ 

https://educateempowerkids.org/13-apps-every-parent-should-know-in-2020/ 

https://famisafe.wondershare.com/parental-control/the-most-dangerous-apps-for-kids-2020.html 

https://www.crosswalk.com/family/parenting/kids/9-most-dangerous-apps-for-kids.html 

https://protectyoungeyes.com/apps/bereal-app-review/ 

https://www.bark.us/blog/messenger-kids/ 

https://www.commonsensemedia.org/videos/what-is-instagram 

https://www.commonsensemedia.org/website-reviews/pinterest/user-reviews/adult 
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